
1. Background 
 Database system with differential privacy 

 
 
 
 
 
 

 Statistical model behind the wall 
 
 
 
 
 

 
Model fitting problems 

2. PrivGene 
 A novel framework for differentially private model fitting 

based on genetic algorithms (GA) 
 

 PrivGene is applicable to logistic regression, SVM 
classification and k-means clustering 
 

 PrivGene runs iteratively to improve candidate solutions 
by following operations 

 Crossover 

 Mutation 

 Selection with Differential Privacy 

3. Enhanced Exponential Mechanism 
 The assumption of enhanced exponential mechanism 

𝑓 𝜔, 𝐷 = ℎ 𝜔 + 𝑞(𝜔, 𝑡)

𝑡∈𝐷

 

 The bound of exponential mechanism is 
Δ1 = max

𝜔∈Ω, 𝑡,𝑡′∈𝑇
𝑞 𝜔, 𝑡 − 𝑞 𝜔, 𝑡′  

 New bound in enhanced exponential mechanism is 
Δ2 = max

𝜔,𝜔′∈Ω, 𝑡∈𝑇
𝑞 𝜔, 𝑡 − 𝑞(𝜔′, 𝑡) 

     And the final bound is the minimum value 
Δ = min (Δ1, Δ2) 

 
 Case study: linear SVM  
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4. Experiments 

PrivGene: Differentially Private Model Fitting 

Using Genetic Algorithms 
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Δ1 = 2𝐶 ⋅ max
𝜔∈Ω 
|𝜔|1 + 1  Δ2 = 2𝐶 ⋅ max

𝜔,𝜔′∈Ω 
|𝜔 − 𝜔′|1 

privacy budget 𝜀 

noisy answer 𝑎 

individuals database 
differential privacy 

algorithm 
requestors 

𝑶 

Pr 𝑨 𝑫 = 𝑶  

Pr 𝑨 𝑫′ = 𝑶  

ratio ≤ exp (𝜺) 

where 𝑫 and 𝑫′ are neighboring databases that differ by at most one tuple  

𝜔 

𝑓(⋅, 𝐷) quality function of 𝜔 

domain of solutions (𝜔) 

best solution 𝜔∗ 

Our Target: 
Return a solution with best 

possible quality under 𝜀-
differential privacy 


